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1. Product Information

Inotel INT-M100 Modem is a communication device that enables devices with Ethernet ports

and wireless features in the field to communicate with each other and transfer data to external

systems via 4G and wired communication line.

1.1 Product Specifications

In terms of physical properties, the product has

15-36 VDC operating range,

IP40 protection class and operating range between -20C and +60C,

A total of 5 10/100 Ethernet ports, which can be adjusted as desired and preset as 4
LAN + 1 WAN,

802.11 b/g/n and WEP/WPA-PSK/WPA2-PSK supported Wi-Fi feature and 2 Wi-Fi
antenna outputs,

Also, a GSM module with 1 SIM card input and 2 antenna outputs that can operate in
850/900/1900/2100 MHz bands in 4G/3G/2G networks.

In terms of software features, the product has

PPP, PPPoE, DHCP and Static external connection support,

TCP, UDP, HTTP/HTTPS, ICMP, NAT, DMZ, DNS/DDNS, ARP and QoS general
network protocols,

Also, OpenVPN and IPsec tunnel support.
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1.2 Product Dimensions

INT-M100 4G Modem has dimensions of 142 x 87 x 32 mm in terms of width, length and

depth and a DIN rail for mounting.

Figure 1 — Width, Length and Depth Measurements of the Modem
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Figure 2 — Front and Back View of the Modem
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Figure 3 —Top and Side View of the Modem
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1.3 Product Contents

The box contents of the product include 1 3G/4G antenna with male SMA input, 1 3 pin
5.08mm female terminal and optionally 1 220v-12v AC-DC converter.

Figure 4 — Product Contents
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2. System Settings

2.1 System Status Information

2.1.1 Overview

This section includes the modem's model code, software version, operating time, active

internet connection unit and general system statistics.

> INT-M100 REFRESHING
Status ~
ET— S
Routes
" System
Hosmame INT.A100
Model INTM100 5243
System ~
v " Architecture MediaTek MTTE20 ver:2 sco
Services - Firmware Varsion INTOS v w013
Network v Kerne! Verion aaaz
Bandwidth Monitor s e
Uptime Oh S3m 284
8l Logout
Load Avage 006,019,020
Memory
Total Avaiatie W (5a0)
Used [N a3.51 8 / 121.32 MR (35%)
Buttered [ .52 W8 / 121.32 M (4%)

Figure 5 — Overview Page View (1/2)

Status ~
Memory
Total Availavie e s e 1215 e (55%)
d Used N a1.21 w8 121,32 M8 (33%)
v
System Buffered [ | 5.45 WA / 121.32 MB (a%)
VPN ~
Cached | 15.50 M8 / 121.32 M8 (12%)
Services v
Netwaork v
Bandwidth Monitor
Network

3 Logout
Protacok: LTE/UMTS/GPRS/EV-00
Address: 178.242102.174/32
Gateway: 10,64 6468
NS 1: 2137404
DHS2: 2137414
Comnected: 0n Sm 57s.
¥ Davica: Tunnel Interfice: *3g-WWAN®

Active Connections 58 / 16384 (ex)

Figure 6 - Overview Page View (2/2)
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2.1.2 Firewall

This section contains the firewall settings set in the modem, current usage statistics and

active connection units.

Status

Firewall Status

HIOE EMPTY CHAINS | RESETCOUNTERS RESTART FIREWALL
1PV Firewall 1PV Firewall

Table: Filter

Chain INPUT (Policy: ACCEPT, 0 Packets, 0 B Traffic)

Phts. Trathic farget Prot. n Out Sour Destination Options. Comment
System . cud
58 526 KB ACCEPT all o 3 0.000/0 0.00:
VPN - i
2 381 70.45 KB Input_rule all s = 00.00/0 00000 - Custom input rule chain
Services v
335 66.96 KB ACCEPT all ° . 000.0/0 00.00/0 ctstate RELATED ESTABUISHED
Network ¥ 7Y 1.60 KB syn_fiood 1 . . 0.000/0 0000/0 1cp flags:0x17/0x02
Bandwidth Monitor v~ 15 196 K8 z0ne lan_input ail brdan . 0000/0 00000
0 08 zone_wan_input all eth02 + 00000 000070
3 Logout
3 153K8 zone_wan_input all 3g-WWAN . 0000/0 00.00/0
Chain FORWARD (Policy: DROP, 0 Packets, 0 B Traffic)
Pt Traffic Target Prot n Out  Source  Destination Options Comment
0 08 forwarding_rule al . + 00000 0000/ Custom forwarding rule chain
0 08 ACCEPT sl . + 00000 00000 ctstate RELATED ESTABLISHED
0 08 20ne_lan_forward all brlan . 00000 0000/0
0 08 zone_wan forward all th02 . 00000 00000
- INT-M100 REFRESHING
Status ~ Chain OUTPUT (Policy: ACCEPT, 0 Packets, 0 B Traffic)
Dydien Pits. Trathic Target Prot. In out Source Destination Options Comment
58 526K8 ACCEPT &l 8 lo 0.000/0 0000/0 . 4 |
156K 696.28KB output rule P . 0000/0 0000/0 - Custom output rule chain
136K 681.08 KB ACCEPT al e . 0.00.0/0 0.00.0/0 <ctstate RELATED ESTABLISHED
0 0B zone_tan_output a . brlan 0000/0 0000/0
System G 0 08 zone_wan_output a . eth02 0000/0 0000/0
VPN v 206 15.19K8 zone_wan_output an e 3g-WWAN 0000/0 0000/0
Services g
Chain forwarding_lan_rule (1 References)
Network v

Pits. Tratic Target Prot. In out Source Destination Options Comment

Bandwidth Monitor v

No rules in this chain.

8 Logout , 5
9 Chain forwarding_rule (1 References)

Phts. Traffic Target Prot. In Out Source Destination Options Comment

Chain forwarding_wan_rule (1 References)

Pts. Tratfic Target Prot. In Out Source Destination Options Comment

Chain input_lan_rule (1 References)

Figure 8 - Firewall Summary Page View (2/2)
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This section contains the network routes active in the system and the network connection
addresses of neighboring devices discovered by the modem.

2.1.3 Routing

o
- sinstel

Status

Routes

The following rules are current tem

ARP

1Pv4- Address MAC-Address Intertace
ADA
System e Active |Pv4-Routes
VPN v Network Target 1Pv4 Gateway Metric Table
Services v WWAN 000.0/0 10646454
Network v WWAN o8t ohsd
Bandwidth Monitor
o
3 Logout i
: IPv6 Neighbours
1Pv6 Address MAC Address Interface
g 4k
Active |Pv6-Routes
Network Target Source Metric Table

Figure 9 — Routing Summary Page View
2.1.4 System and Core Log

These sections contain log records regarding the system and applications.

~sinstel

System Log

System
VPN
Services
Network

Bandwidth Monitor

5] Logout

Figure 10 — System and Core Log Page View
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2.1.5 Processes

This section contains the currently running processes and resource usage on the modem.

- INT-M100

Status
. Processes
PID  Owner Command .:(5. m)
1 oot Isbin/procd o% LI ' |
- b . o o
System ~ Wl ~ - n s o
o ~ M= = o I I
s — o o N
Newor e o I T
Bandwidth Monitor v TR ok o o m
& Lot 465 root U2 gcd md] o% o X3 =3
S47  root Jsvinjubuse o% w o [ o |
651 root Jsbinjaskfirst fust/ibexec/loginsh o% w EEES m
%7 root Jsbinflogd -S 64 o% w
1047 root fsbinyped -5 Aasfrun/ubus sock -t 30 0% » X3
1301 root Jusr/sbin/dropbear -F -P varjrun/dropbeac|.pid -p 22 -K 300 -T 3 0% % m
- - a o
1418 root Just/sbin/odhepd 0% 1% m
700 et uthene .o h0L2.niet - 004 ath1> e 100 .0 131 o~ w ITEITE ETTTE TR

Figure 11 — Processes Page View

2.1.6 Real Time Graphics

This section includes current load information on the modem, port traffic, wireless network
density and IP connection statistics.

2 INT-M100 REFRESHING
Status N load  Traffic  Wireless  Connections
4m 3m 2m im
Overview
Firewall
930
Routes
System Log
Kemnel Log .20
Processes
Realtime G
System ~
VPN ~
" (4 minute window, 3 second interval)
Services ~
Network - 1 Minute Load: 039 Average: 027 Peak: 039
5 Minute Load: 026 Average: 021 Peak: 0.26
Bandwidth Monitor ~
15 Minute Load: 021 Average: 018 Peak: 021
5] Logout Inotel Elektrik info@inotelelk.com +90 312 750 09 18

Figure 12 — Real Time Graphics Page View (1/4)
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Status ~
Overview
Firewall
Routes
System Log
Kernel Log

Processes

Realtime Graphs

System ~
VPN ~
Services ~
Network ~

Bandwidth Monitor ~

3] Logout

INT-M100

Load Traffic Wireless

eth0.1 eth0.2 br-lan

“Jinstel,

Connections

3g-WWAN

ipvii0  ethd

REFRESHING

4m

180,00 ¥uitls (22.50 ¥8lfs)

120,00 ¥uitls (15.00 #8lfs)

9000 Kaiils (.50 it8is)

3m

2m

11

cocs e o

Inbound:

Outbound:

368 bit/s
@6 B/5)

432 bitjs
(54B8/s)

Average:

Average:

4.73 Kbit/s
(605.05 B/s)

16.84 Kbit/s
(210 KB/s)

{4 minute window, 3 second interval)
37.16 Kbit/s
(464 KB/s)

211.39 Kbit/s
(26.42 KB/s)

Inotel Elektrik info@inotelelk.com +90 312 750 09 18

Figure 13 - Real Time Graphics Page View (2/4)

2 INT-M100

System Log
Kernel Log

Processes
System v
VPN ~
Services ~
Network g

Bandwidth Monitor

3 Logout

Load Traffic Wireless Connection:

wlan0

Vubm

dtim

i

-100 dBm
-100 dBm

-100 dBm
-100 dBm

4 minute window, 3 second interval)

-100 dBm
-100 dBm
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4 minute window, 3 second interval)
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Figure 14 - Real Time Graphics Page View (3/4)
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Status A

Roaltime Graphs
System N
VPN v
Services g ettty
Network V. voe: oL foe . e el
» Tcp: 4 Average: 4 Peak: 5
Bandwidth Monitor Other: 0 PR ° o o
ENABLE DNS LOOKUPS
3 Logout
Network Protocol Source Destination Transter
1Pv4 g 152.168.1.10:18665 192.168.1.1:80 20.96 KB (36 Pxts)
1Pva e 192.168.1,10:18523 192.168.1.1:80 20.44 KB (83 Puts)
PV Tcp 192.168.1.10:18675 192168.1.1:80 19.24 KB (32 Pits.)
Pva uoP 178242.102.174:59367 213741453 8268 (4Pkts)
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PVa uoP 178242.102.174:33530 213741453 654 8 (4 Pits)
wva uop 178.242.102.174:35824 213741453 6308 (4 Pias)
Ve uoP [fdc9:ateB:T7202:0:0495:caddad7d:811):65437 [fdc9:atel:7202:1):53 534 8 (3 Pias)
1PV uop [fdc9:afe8:7202:0:3495:cadd:ad7d: 811152177 fdcSafe8:7202:1153 4508 (3 Pts)
1PV6 uoP 11dc:afe8:7202:0:0495 cadd:adTd:B1 1157056 fdcS:afe8:7202:11:53 462803 Pits)

Figure 15 - Real Time Graphics Page View (4/4)

2.2 System

2.2.1 System

In this section, the modem's system time settings, device name and description, log settings,
language and theme settings can be made.

> INT-M100 REFRESHING
Status
System
System

~

General Settngs  Logging  Time Synchronization  Language and Style
Local Time 02072024 16.07:31

Hostname  INT-M100

Description
VPN ~ _—
Services v
Network ~
Bandwidth Monitor
3] Logout
Timezone  Europefistanbul

Figure 16 — System General Settings Page View
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> INT-M100 REFRESHING
Status
System
System
— Hers you can configure the basic aspects of your device like its hostname or the timezone

Administration

ACL Settings
General Settings  Logging  Time Synchronization  Language and Style

Saftware

Startup System log buffersize 64
Scheduled Tasks. kg
LED Configuration External system log server D000

Backup / Flash Firmware External system log server port 514

Rebaot

External system log server protocol  UDP ~
VPN ~
Write system log to file /mplsysten log
Services v
Log output level Debug .
Network v
Cronloglevel  Debug .

Bandwidth Monitor ~

Inotel Elektrik info@inoteleli.com +90 312 7

Figure 17 - System Logging Settings Page View

- INT-M100 REFRESHING
Status
System
System

~
= Here you can configure the basic aspects of your device like its hostname or the timezone.
System

Administration

ACL Settings

General Settings  Logglng  Time Synchronization | Language and Style
Saftware
Enable NTP client
Startup
Scheduled Tasks Provide NTP server [
LED Configuration

Use DHCP advertised servers
Backup / Flash Firmware

Reboot NTP server candidates  trpoclntp.org B
VPN ~ B
Services ~
Network ~

Bandwidth Monitor

rcars o I s ]

Inotel Elektrik info@inotelelk.com +90 312 750 09 18

3] Logout
Figure 18 - System Time Synchronization Page View
> INT-M100 REFRESHING
Status
e System

Administration

ACL Settings
General Settings  Logging  Time Synchronization  Language and Style

Software

L English v
Startup anquage &
Scheduled Tasks Design  Matesial -

LED Configuration

Backup / Flash Firmware

VPN ~

Inotel Elektrik infoinatelelk.com +30 312 750 09 18
Services ~
Network ~

Bandwidth Monitor

5) Logout

Figure 19 — System Language and Theme Page View
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2.2.2 Administration

In this section, SSH (Secure Shell) settings can be made to change the modem password
and access the modem command interface over the internet.

- INT-M100
Status - Router Password  §SH Access  SSH-Keys
System ~
System

Router Password

ACL Settings Changes the administrator password for accessing the device
Software

Startup

Scheduled Tasks Password

LED Configuration Confirmation

Backup / Flash Firmware

Reboot

VPN ~

Services ~
Network ~

Inotel Elektrik info@inotelelk.com +930 312 750 09 18

Bandwidth Monitor

2] Logout

Figure 20 — User Password Setting Page View

- INT-M100

Status o Router Password ~ SSH Access  SSH-Keys
System ~

SSH Access
System

Administration Dropbear offers $SH network shell access and an integrated SCP server

ACL Settings

Software
Startup DELE[E
Scheduled Tasks Interface  unspecified M

LED Configuration Listen only on the given interface or, if unspecified, on all

Backup / Flash Firmware

Port. 22
Reboot
VPN o Password authentication
Allow SSH password authentication
Services ~
Allow root logins with password
Network h Allow the root user to login with password
Bandwidth Monitor Gateway Ports )

Allow remote hosts to connect to local $§H forwarded ports

Inotel Elektrik info@inotelelk.com +90 312 750 09 18

Figure 21 — SSH Configuration Page View
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2.2.3 ACL Settings

In this section, access permissions and passwords of users authorized to the modem
interface can be changed and new users can be given access authorization.

- INT-M100

Status

LuCl Logins

System
System

Administration Login name Session timeout Read access Write access

-
ACL Settings
root 300s m DELETE
Software
sarp =3

Scheduled Tasks

LED Configuration

Backup / Flash Firmware saveaneey vl sae
Reboot
VPN Inotel Elektrik info@inotelelk.com +90 312 750 09 18

Services

Network

< < <X

Bandwidth Monitor

2] Logout

Figure 22 — ACL Configuration Page View

2.2.4 Scheduled Tasks

In this section, commands that are desired to be executed on the modem at certain time
intervals can be arranged. The written commands must be entered as Minute, Hour, Day,
Month, Weekday, Command to be Executed, respectively (For example, "25 10 * * 1-5 reboot"
to reboot every weekday at 10:25).

- INT-M100

st Scheduled Tasks

This is the system crontab in which scheduled tasks can be defined.
Note: you need to manually restart the cron service if the crontab file was empty before editing.

System

System

Administration
ACL Settings
Software
Startup.

Scheduled Tasks

LED Configuration

Backup / Flash Firmware SAVE

Reboot

VPN v
Services ~
Network ~

~

Bandwidth Monitor

3] Logout

Figure 23 — Scheduled Tasks Configuration Page View
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2.2.5 LED Configuration

In this section, the LED lights on the modem are configured with various trigger functions.

> INT-M100
Status ~ . .
LED Configuration
System ~
Customizes the behaviour of the device LEDs if possible.
System

Administration

ACL Settings Name LED Name Default state Trigger

Software

GSM Communication int-m100:blue:comm off netdev = m DELETE
Startup

Scheduled Tasks ADD LED ACTION
LED Configuration

Backup / Flash Firmware

Reboot

SAVE & APPLY v [l SAVE
VPN ~
Services ~ Inotel Elektrik info@inotelelk.com +90 312 750 09 18
Network ~

Bandwidth Monitor ~

3] Logout

Figure 24 — LED Configuration Page View

2.2.6 Backup/System Software Update

In this section, existing configuration backups in the device can be created and previously
created backups can be restored. Additionally, device factory reset and modem software
update options are available.

- INT-M100

Status

Flash operations
System

System Actions | Configuration

Administration

Click "Generate archive” to download a tar archive of the current configuration files.
ACL Settings

Software Download backup GENERATE ARCHIVE
Startup

Scheduled Tasks To restore configuration files, you can upload a previously generated backup archive here. To reset the firmware to its initial state, click "Perform reset” (only possible with squashfs images).

LED Configuration Reset to defaults PERFORM RESET
Backup / Flash Firmware

Reboot

Restore backup UPLOAD ARCHIVE..

Custom files (certificates, scripts) may remain on the system. To prevent this, perform a factory-reset first

VPN ~
Services ~ Upload a sysupgrade-compatible image here to replace the running firmware.
Network ~ Image FLASH IMAGE...

Bandwidth Monitor
Inotel Elektrik info@inotelelk.com +90 312 750 09 18

2] Logout

Figure 25 — System Backup/Factory Reset/Software Update Page View
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2.3 VPN

2.3.1 IPsec

In this section, the interface to be listened to, debugging, and VPN connection settings related
to IPsec can be set and the set VPN connection status information can be observed.

3 INT-M100
Status — PSec Configuratior IPSec Status.
System ; -
IPSec Configuration
VPN ~
This tab is for configuring IPSec Tunnels
OpenVPN
Services ~ General Settings
Network od UstenFrom Al v
Bandwidth Monitor ~ Debug  None .
2] Logout
Remote Connection Settings
Type a name for the new connection, then click Add.
TEST
Remote Settings  Phase 1 Seitings  Turnel Settings  Phase 2 Settings
Local Subnet 1.1.1.1724
Remote Subnet 192 168.1.0/24
Key Exchange Type  IKEV1 -
Key Lifetime 86400
Lifet seco
Auto Action Route v
DPD Action None v
—
= INT-M100 REFRESHING
Status - IPSec Configuration IPSec Status
System
IPSec Status
VPN ~
QpenvPN TEST
Services ~ . TEST-TESTtunnel{1}: ROUTED, TUNNEL, reqid 1
Tunnel SLAMSE T Cr TeSTrunnel (1} 1.1.1.0/24 === 192.168.1.0/24
Network v From: 1111724
Bandwidth Monitor To:  1921681.0/24
Connect CONNECT
3] Logout Disconnect DISCONNECT
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Figure 27 — IPsec Connection Status Page View
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2.3.2 OpenVPN

In this section, OpenVPN-related settings can be added and edited manually or via a
template, and the defined profiles can be started and stopped optionally with status
information.

< INT-M100
Status
OpenVPN
System
VPN ~
PSec .
OpenVPN instances

Services ~ Below is a list of configured OpenVPN instances and their current state
Network ~ Name Enabled Started Start/Stop Port Protocol
Bandwidth Monitor ~ St coefio w e - - m

sample_server o no START 1194 udp m
2] Logout
2 Log S o - st : o ["cor |

Template based configuration

[ elcemplate 2 [oo |
QVPN configuration file upload
Instance name Dosya Seg | Secilen dosya yok UPLOAD
savEzarPly Wl save

Figure 28 — OpenVPN Configuration/Connection Status Page View

2.4 Services

2.4.1 \Watchcat

In this section, reboot settings can be made to prevent the device from losing communication
that may occur due to various reasons. Reboot profiles can optionally be set to the desired
settings and intervals, either on a ping basis or at periodic intervals.
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sinotel
Status g
Watchcat
System v
VPN R
Services ~
SM Inforomat G I Sett
JHTTPd
Modi Ping Reboot v
Network h 4

Bandwidth Monitor v

Period 6h
3] Logout

Host To Check

Address family for pinging the host ~ any v

Check Interval 30s

Figure 29 — Watchcat Configuration Page View

242 TTYd

In this section, you can access the shell script within the device via the web interface.

o
- sunustel
Status ~
System ~
VPN ~
Services ~

Watchcat

GSM Information

root@INT-M188:~4 []

UHTTPd

Network A

Bandwidth Monitor ~

3] Logout

Figure 30 — TTYd Page View
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2.4.3 GSM Information

This section shows information about the GSM module used with the device, information
about the SIM card inserted into the device, and information about the network the device
accesses, the reception quality and the network type.

- INT-M100 REFRESHING

Status v .
GSM Information
System v
VPN hd
Services ~
Module Information

ayd

[ coitormation | Module Manufacturer: Madule Madel: Module Revision: Module IME:
JHTTR Quectel £ca007 EC200TEUHARDSADAM 16 565134043375103
Network ~
Bandwidth Monitor
SIM Information
3 Logout
SIM vt SIMIcCID:

2B6016578571595 8990011918210021515F

Cellular Information

RSS BiR:
dBm

Figure 31 — GSM Information Page View

244 uHTTPd

In this section, HTTP, HTTPS settings and HTTPS-related certificate settings related to the
device web interface can be made.

- INT-M100

Status v
uHTTPd
System v
VPN v
Services A~
it lakcaried MAIN
[y | i
Network v
HTTP lsteners (adcressport) o
Bandwidth Monitor ™
3] Logout
HITPS lntenar (addressport) 000044 o
a

Redirect all HTTP 1o HTTPS

Ignore peivate IPs on public intertace

HTTPS Cortficate (DER Encoded) D /ETCUMTTPD CAT (905 8]

B ETCUMTTPO KEY (1,19 K8)

)
oy REMOVE OLD CERTIFICATE AND KEY

Figure 32 — uHTTPd Web Server Configuration Page View
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2.5.1 Interfaces

2.5 Network

In this section, Ethernet and GSM connection status information on the device can be viewed
and can be configured. In the factory settings of the device, the LAN interface is set to the IP
address 192.168.1.1 and the GSM APN setting is set to the network name "mgbs". Interfaces
can be restarted, stopped, edited, or created and deleted at will.

» INT-M100 REFRESHING |
Status o Interfaces  Global network options.
System ~ Interfaces
VPN ¥ Protocol: Static address
2 Uptime: 15 46m 335
Services 2 LN MAC: FESESC38E5:6€ —
o an RX: 1,66 MB (13628 Pits) restart  stor RS m
e TX: 5.42 MB (12242 Picts) —
Network ~ 1Pv4: 192.168.1.1/24
1PV6: folcT:afe8:7202:1/60
 WAN Protocol: DHCP client
- MAC: F8:5E:3C:38:E5:6F ol
= RX: 0B (0 Pkts) eI, = m
«hd2 TX: 666.39 KB (1996 Pkts)
WANS Protocol: DHCPY6 ciient
e MAC: FE:SE3C3BE5:6F
- RX: 0 B (0 Pits) BESARY o m
02 TX: 666.39 KB (1996 Pkts.)
—— Protocol: LTE/UMTS/GPRS/EV-DO
WWAN Uptime: 1h 41m 25
= RX: 872.78 KB (4390 Pits.) restart | stor | [EH @
Qo0 39 WHAN TX: 91202 KB (7052 Pits)
1Pvd: 176.242.102.174/32
Bandwidth Monitor v

3] Logout

Figure 33 — Connection Interface Configuration Page View

2.5.2 Wireless

In this section, wireless connection profiles within the device can be added or removed. In
addition, the settings of these profiles can be adjusted and the status information of the
profiles can be displayed.

- INT-M100 REFRESHING

Status ~

System e Wireless Overview

VPN ~

i MediaTek MT7620 802.11bgn
Services ~ D Channel: 1 (2412 GHz) | Bitrate: ? Mbit/s RESTART m
SSID: INT-4100 | Mode: Master
Network ~ =T BSSID: FE:SE:IC3RESGE | Encryption: None oisance | [

Associated Stations

Netwerk MAC- Address Hast Signal / Naise RX Rate / TX Rate.

No information available
el
Diagnostics -
Bandwidth Monitor ~

3] Logout
Figure 34 — Wireless Configuration Page View

2.5.3 Network Switch

In this section, VLAN settings can be made for the Ethernet ports on the modem. Each port
can optionally be set to operate tagged or untagged using the desired VLAN identification
number.
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- INT-M100 REFRESHING

Status ~ .
Switch
System w
& network ports on B 3l WLANE | VLAN:
VPN A -
Services ~
Network ~ Enable VLAN functional ity
Intertaces
Wireless
VLANs on "switch0" (mt7620)
ViaN CPU (athd) LaN 1 Lanz LaN 3 Lan 4 waN
Diagnostics o, i il - - - -
Qos 3 i e rolink nolink o link o ik
Bandwidth Monitor 1 e — N— — S v o .
2 tagged v ot v o v o v of v umagged v

& Logout

ADD VLAN
e

Figure 35 — Network Switch Status/Configuration Page View
2.5.4 DHCP and DNS

In this section, various settings can be made about the IP server and DNS routing provided
by the device.

- INT-M100 REFRESHING
Status ¥
DHCP and DNS
System »
DHCP ONS NAS
VPN L
Services v
Network ~ = TR ool o

DHCP and DNS

Local server /i
Local domain
Y Log queries
Bandwidth Monitor v
NS forwardings armple 10 1 B
3] Logout
Rebind protect fon @

Nlowlocalhost @

Domain whitellst 3,05t et com ]

Local Service Ony

Figure 36 — DHCP and DNS Configuration Page View
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2.5.5 Static Routing

In this section, static IPv4 and IPv6 routes can be defined within the modem.

= INT-M100

Status v
Routes
System ~
Routes specify over which interface and gateway a certain host or network can be reached
VPN v
Static IPv4 Routes  Static IPv6 Routes
Services v
Static IPv4 Routes
Network ~
Interfaces Interface Target IPv4-Netmask IPv4-Gateway Metric ‘On-Link route
Wireless Host-IP or Network if target is a network
Switch

This section contains no values yet
DHCP and DNS.

Hostnames m
Static Routes

Firewall

SAVE & APPLY v [l SAVE
Diagnostics
Qos
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Bandwidth Monitor v

3] Logout

Figure 37 — Routing Configuration Page View
2.5.6 Firewall

In this section, firewall settings on the modem can be configured. The firewall basically works
on the principle of zone routing, and the general entry-exit-routing settings of the zones or
the isolated transfer of devices within a certain zone to other zones can be provided.

- INT-M100

General Settings  Port Forwards  TrafficRules  NATRules  Custom Rules
Status S ———
System g .
Firewall - Zone Settings
VPN ~
The firewall creates zones over your network interfaces to control network traffic flow.
Services ~
Network ~
- i ]
Intertaces Enable SYN-flood protection /]
Wireless Drop invalid packets a
Swiitch

Input accept v
DHCP and DNS
Hostnames Output accept v
Forward reject. v
Qos
Bandwidth Monitor ~ Experimental feature. Not fully compatible with QoS/5QM.

Software flow offloading [

2] Logout Software based offloading for routing/NAT

Figure 38 — Firewall Zone Configuration Page View (1/2)
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- INT-M100

Status ~ Input accept .
System ~ Output accept .
VPN v Farward reject ~
Services ~
Network ~

Interfaces Experimental feature. Not fully compatible with QoS/SQM.

Hireless Software flow offloading [

Switch

DHCP and DNS
Hostnames

Static Routes

Software based offloading for routing/NAT

Diagnostics Zones
Qos Zone = Forwardings Input Output rward Masquerading
Bandwidth Monitor ~ n - I - © e © o o O =
2] Logout 0w - lan ject v accept v reject ~ =
vpn = REJECT accept v~ aceept ~  accept v [m] =

SAVE & APPLY v SAVE

Figure 39 - Firewall Zone Configuration Page View (2/2)

Inter-zone routing to a specific device within the firewall can be done in the "Port Forwarding"
section. In this section, the IP address of the device to be forwarded, the protocol type of
forwarding, source and target ports, and which regions to pass through can be determined.

< INT-M100

General Settings Port Forwards Traffic Rules NAT Rules Custom Rules
Status ~
System ~ .
Firewall - Port Forwards
VPN ~
Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN.
Services ~
Network ~
Interfaces Port Forwards
Wireless
. Name Match Action Enable
Switch

DHCP and DNS This section contains no values yet
Hostnames
Static Routes

Diagnostics

Bandwidth Monitor ~
Inotel Elektrik info@inotelelk.com +90 312 750 09 18

3] Logout

Figure 40 — Firewall Port Forwarding Configuration Page View
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2.5.7 Diagnostics

This section includes ping, route monitoring and DNS name query programs to check
successful internet connection on the modem or to check the accessibility of another device.

- INT-M100

Status

Network Utilities

P - - - | e e

System
VPN

Services

> < £ < X

Network

Wireless

Switch

DHCP and DNS

Bandwidth Manitor ~

&) Logout

Figure 41 — Network Diagnostics Page View

2.5.8 QoS (Quality of Service)

In this section, communication rules can be determined through QoS according to the priority
order of external environment connections. Connection priorities, connection speeds and
protocols can be prioritized.

> INT-M100

Status

Quality of Service

With QoS you can prioritize network traffic selected by addresses, ports or service

System
VPN

Services
Interfaces

> <KL

Network

Interfaces @

Wireless

Switch WAN

DHCP and DNS
Enable (]

Hostnames

Classification group ~~ default v

Calculate overhead (]

Half-duplex ()
Bandwidth Monitor ~ Dowmload speed (kbit/s) 1024

Upload speed (kbit/s) 128

5] Logout

Classification Rules

Target Sourcehost  Destination host Protocol Ports u“:‘;:: Comment

Figure 42 — QoS Configuration Page View
2.6 Bandwidth Monitoring

In this section, traffic monitoring, configuration and backing up of this data for internet

connections can be configured.
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INT-M100

-
Status
System
VPN ~
Services ~
Network ~

Bandwidth Monitor ~

Display

Configuration

Backup

3] Logout

Netlink Bandwidth Monitor

Select accounting period:

Traffic Distribution | Application Protocols  IPv6  Export

Traffic / Host

Host MAC Connections

Connections / Host

0 hosts
0 B download
0 B upload

0 connections

Download (Bytes) Download (Packets) Upload (Bytes)

No data recorded yet. Force reload..

Upload (Packets)
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Figure 43 — Bandwidth Monitoring Status Page View

< INT-M100

Status

System

VPN ~
Services ~
Network ~

Bandwidth Monitor ~

Display

Backup

2] Logout

Netlink Bandwidth Monitor - Configuration

The Netlink Bandwidth Manitor (nlbwmon) is a lightweight, efficient traffic accounting program keeping track of bandwidth usage per host and protocel.

General Settings | Advanced Settings

Accounting period

Due date

Local interfaces

Local subnets

Protocol Mapping

Day of menth v

Choose "Day of menth” to restart the accounting period monthly on a specific date, e.g. every 3rd. Choese "Fixed interval” to restart the

accounting period exactly every N days, beginning at a given date

1 - Restart every st of month v

Day of month to restart the accounting period. Use negative values to count towards the end of month, &.g. "-5" to specify the 27th of July

or the 24th of February.
lan: 22 .

Only conntrack streams from or to any of these networks are counted.

192.168.0.0/16 n
172.16.0.0/12 n
10.0.0.0/8 n

Only conntrack streams from o to any of these subnets are counted.

savezarply Wl save
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Figure 44 — Bandwidth Monitoring Configuration Page View
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- INT-M100

Status

Netlink Bandwidth Monitor - Backup / Restore

System
VPN ~
] Restore Database Backup
Services ~
Network o Secien dosya yok

Bandwidth Monitor ~ Download Database Backup

Display GENERATE BACKUP
Configuration
Backup
Inotel Elektrik info@inotelelk.com +90 312 750 09 18
2] Logout

Figure 45 — Bandwidth Monitoring Backup Page View
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